Chapter 27

TCP/IP Packet Analysis



Application (HTTP, SMTP, FTP, SSH, Telnet, SNMP, DNS, DHCP)

Transport (TCP, UDP)

Network (IP, ARP, RARP, ICMP)

Data Link Layer (Ethernet, PPP, Frame-Relay)

Physical (RJ-45, RS-232)
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Version Header Len DS |[Total Length
I[dentification Flags Fragment Offset
TTL Protocol Header Checksum

Source IP address

Destination IP address

Options

Data
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Offset=0000/8=0

Offset=0000/8 =0

0000 1399

Offset=1400/8 =175

0000 81kg

1400 2799

666€ 9)ig

Offset =2800/8 = 350

2800 3999
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1_"': Analyzer - [Capture File: TELNET.ACP]

;ﬁ File Edit Packets Statistics Graphs Setup V‘iew Window 7

=181 x|
=181 x|

FRELHE AL R X

BHR S| 2

| nun» » s

B el BB &Y

P - | Tame: (.- |lIDest.. . |iSre. ... |Netwotk Description :I
ER AN o 0048... |004... IP: 10.0.0.2 => 10.0.0.1... TCP: Port (1037 => 23) L
&2 2022345 0048... |004... IP: 10.0.0.1 => 10.0.0.2..: TCP: Port (23 => 1037) L
& 3 20:23. .. 0048... |004... IP: 10.0.0.1 => 10.0.0.2... TCP: Port (23 => 1037) L
& 4 20523 56 0048... |004... IP: 10.0.0:1 =» 10.0.0.2;: .: TCP: Port (23 => 1037) L
B s 20:23... 0048... |004... IP: 10.0.0.1 => 10.0.0.2... TCP: Port (23 => 1037) L,
=l \;] _____ IPV4 Header _____ d * 00 48 54 01 | 33 F7 00 48 | 54 01 34 12 | 08 00 45
‘ * 00 30 20 01 | 40 00 80 06 | Cé6 C4 OA 00 | 00 02 OB
@ Version = 4 * 00 01 04 OD | 00 17 00 OB | 55 4B 00 00 | 00 00 70
® Header length = 20 bytes * 20 00 F5 R2 | 00 00 02 04 | 05 B4 01 01 | 04 02
= e Type of service = 00h
e Total length = 48 bytes
e Identification = 8193
- e Flags = 4h
& 0. - = must be 0
® 1l = do not fragment
e ..0. = last fragment
e Fragment offset = 0 bytes
e Time to live = 128 seconds/hops
e Protocol = 6 (TCP [Transmission Control Protocol]
@ Header checksum = C6C4dh
e Source address = [10.0.0.2]
e Destination address = [10.0.0.1]
e No IP options
2@----- TCP Header ---—--
a-@-——-- Telnet ———-— | |
< | 2 |4l | 2
Ready [ o |
#istart| | yee | 8 chapaprotocols and Pa... | (3 garbage |[ 4 analyzer - [capture .. || -« QS ® 1203mm
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Hardware Type Protocol Type
Hardware Protocol| Operation
Length length | Request 1, Reply 2

Sender hardware address

Sender protocol address

Target hardware address

Target protocol address
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:‘ Analyzer - [Capture: Untitled]

o, Fle Edit Packets Statistics Graphs Setup View Window ?

=121 x]
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FoEE &L ¥ Qai%IXJEﬁ[héi\?|
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00045A-R29675

Hardware type=

ARP Request [Whe

Dest....|Src. MAC Network Description :j
EEEE . 00045A-R25675 1 =10 192.168.1.3 => 192... UDP: Length= 58, Port (137 => 137)
EFEE . . - 00045R-R25675 IP: 192.168.1.3 == 192__. UDP: Length= 58, Port (137 => 137)
FFFF... 00045A-R25675 IP: 182.168.1.3 => 192... UDP: Length= 58, Port (137 => 137)

has
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001143-3B4656 |ARP: Hardware type= 1, . ARP Reply [Host 182.168.1.4 is 0011
ol ----- Packet Details —--———-— * FF EF FF FF | FF EF 00 04 | 5A A2 96 75 | 08 06 00
. * 08 00 06 04 | 00 01 00 04 | 5A RZ 96 75 | C0O A8 01
B -———- General Information ----- * 00 00 00 00 | 00 00 CO A8 | 01 04 00 00 | 00 00 00
il ————— Ethernet v.2.0 MAC Headepr ————-— * 00 00 00 00 | 00 00 00 00 | 00 00 00 00 |
e Destination = Broadcast FFFFFF-FFFFEFF
e Source = Computer 00045A-A29675 (Universal; Vendor:
e BEthertype = 0806h (ARP Address Resolution Protocol
Bl ARP frame -----
¢ Hardware type 1 Ethernet
e Protocol Type = 0800h IP
e Length of hardware address = 6 bytes
e Length of protocol address = 4 bytes
e Operation code 1 Request
e Sender's hardware address = 00045A-A25675 (Vendor:
e Sender's protocol address = [1%82.168.1.3]
e Target hardware address = 000000-000000 (Vendor: 27
e Target protocol address = [152.168.1.4]
B8 --—-—- Padding —-—---
< | 2L | 3|
Ready rrr—r
35“"'5“ PP |d1ap3?rotocolsmdPa.‘. Ianrbaoe "ﬁ.‘\nalyzer-[(apture:... J] & - I« QWU F 9:zaam



Type | Message

3 Destination unreachable
4 Source quench

11 Time exceede

12 Parameter problem

5 Redirection
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Type Message

dor0 Echo request or reply

13 or 14 | Timestamp request or reply

17 or 18 | Address mask request reply

10 0r 9 Router solicitation or advertisement
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7 Echo
23 Telnet
20,21| FTP
25 SMTP
53 DNS
67,68| DHCP
80 HTTP
110 | POP3
445 | SMB
1701 | L2TP
1720 | VolP

f27-12-
9780123943972




Source Port Number

Destination Port Number

Sequence Number

Acknowledgement Number

Hdr Len | Reserved | URG | ACK

PSH

RST | SYN | FIN | Window size

TCP Checksum

Urgent Pointer

Options

Data
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' Analyzer - [Capture File: TELNET.ACP] -[EI!I
D Fle Edit Packets Statistics Graphs Setup View Window ? 18] x|

FadB AL LR X BRES 2
(B e n» » @ s
W« BB G H Y

P. Time (... |Dest....|Src.... |Network Description EI
&1 2 e 0048... |004... IP: 10.0.0.2 => 10.0.0.1... TCP: Port (1037 => 23) L
E 2 20:23. o= 0048... |004... IP: 10.0.0.1 => 10.0.0.2. .- TCP: Port (23 => 1037) L
B 3 20:23... oo48... |004. .. IP: 10.0.0.1 => 10.0.0.2... TCP: Port (23 => 1037) L
E 4 20023 . us 0048... |004... FP: 10.0.0:1 =>» 10.0.0.2. s TCP: Port (23 => 1037) L
& s Z0E28 . om oo48... |004... IP: 10.0.0.1 => 10.0.0.2... TCP: Port (23 => 1037) ©LC_
BO--—-—- TCP Header —-——-—- ;I * 00 48 54 01 | 33 F7 00 48 | 54 01 34 12 | 08 00 45
. * 00 30 20 01 | 40 00 80 06 | Cé6 C4 OR 00 | 00 02 OR
@ Source port = 1037 (Unassigned) * 00 01 04 OD | 00 17 00 OB | 55 4B 00 00 | 00 00 70
@ Destination port = 23 (telnet) * 20 00 F5 A2 | 00 00 02 04 | 05 B4 01 01 | 04 02
@ Sequence number = 742731
¢ Acknowledgement number = 0
e Header length = 28 bytes
= @ 6 Reserved bits & 6 bits Flags = 002h
e 0000 00.. .... = 6 Reserved bits, for future us:e
e 0000 000. .... = No urgent pointer
e 0000 00.0 .... = No acknowledgement
e 0000 00.. O0... = No push
e 0000 00.. .0.. = No reset
¢ 0000 00.. ..1. = SYN
e 0000 00.. ...0 = No FIN
e Window = 8192
e Checksum = F5A2h
e Urgent pointer = 0
= e Options = 8 bytes
M- - Telnet ————-— |
4 | o [ | |
= = i [ e [
#start| | e | #) chapaprotocols andPa...| ) garbage |[ & Analyzer - [Capture .. || & - |« QL@ 12:09Pm
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SYN
SEQ#=7000
LEN=0
SYN + ACK

SEQ#=14000

ACK#=7001
ACK

SEQ#=7001
ACK#=14001
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State

Description

CLOSED No connection

LISTEN Waiting for SYN

SYN-SENT SYN sent; waiting for ACK

SYN-RECVD SYN+ACK sent; waiting for ACK

ESTABLISHED Connection established; data transfer in progress
FIN-WAIT-1 First FIN sent; waiting for ACK

FIN-WAIT-2 ACK to first FIN received; waiting for second FIN
CLOSE-WAIT First FIN received, ACK sent; waiting for application to close
TIME-WAIT Second FIN received, ACK sent; waiting for 2MSL time-out
LAST-ACK Second FIN sent; waiting for ACK

CLOSING Both sides have decided to close simultaneously
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